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1
Decision/action requested

SA3 is kindly requested to include the following pCR into TR 33.835.
2
References

[1]
3GPP TR 33.835
[2]
S3-190213 – KI on use of established keys. 
3
Rationale

According to key issue #xx on Use of established keys, an architecture option should be provided to allow for using established keys for AKMA. In this document we propose such an architecture option for using KAUSF and KSEAF.

The reason to propose to use KSEAF in addition to KAUSF is that key issue #10 slightly complicates the usage of KAUSF (and of using a separate authentication for that matter). This key issue emphasizes that it cannot be assumed that under all circumstances a key derived from KAUSF can be used, except when this key was shared with the visited network. This is particularly true if at a later point in time AKMA keys are used for encryption.
We can therefore distinguish a number of cases with respect to using KAUSF for derivation of KAKMA:
-
KAKMA is derived from KAUSF in the home network when permitted;
-
KAKMA is derived in the serving network from a KSEAF when using KAUSF is not permitted

-
KAKMA is derived in the home network from a key known to the serving network (i.e. KSEAF) when using KAUSF is not permitted

The proposal that follows uses KSEAF as the key known to the serving network only for clarity purposes. The KAMF could also be used.
In this solution, the AKMA root key is either KAUSF or KSEAF. 

4
Detailed proposal

**** First Change ****
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ACRONYM>
<Explanation>

5GS
5G System

5GC
5G Core

AKA
Authentication and Key Agreement

AKMA
Authentication and Key Management for Applications

AKMA AF
AKMA Application Function
AKRS
AKMA Key Repository Service
EPS
Evolved Packet System
GBA
Generic Bootstrapping Architecture

GAA
Generic Authentication Architecture

NAF
Network Application Function

SBA
Service Based Architecture
**** Second Change ****
6.yy
Solution #yy: Use of established keys as root key for KAKMA
6.yy.1
Introduction
This solution addresses key issue #xx and #10 by proposing an architecture that allows for using KAUSF and KSEAF as AKMA root key. In addition, it supports key issue #1 by proposing an additional logical connection of the anchor function introduced in solutions #2 and #3.

In order to fulfil key issue #10, this solution introduces the option to use either KAUSF or KSEAF by introducing a generic architecture where the AAuF communicates with a key repository service (AKMA Key Repository Service – AKRS) that provides services to store a key together with an identifier and to retrieve (derivations) of the stored key upon request. In this solution, the AKRS is a service offered of both the AUSF and the SEAF/AMF even though technically, the ARKS could also be a standalone function. This does not change the solution.

In order to enable using the key KAUSF or KSEAF for AKMA, this solution proposes to include an information element in the AKMA service request message that indicates which key the UE prefers to use and to include an information element in the AKMA service response message that indicates which key the network has selected to be used for this run of the AKMA service.

6.yy.2
Solution details


6.yy.2.1
AKMA Key Repository Service

6.yy.2.1.1
AKMA Key Repository Service Generic Architecture
In order to support the functionality of established key usage, an AKMA Key Repository Service (AKRS) is included in the AKMA Architecture. This service has the following functionality:

-
Offering an interface to the AAuF to retrieve a KAKMA derived from KSEAF or KAUSF for AKMA purposes;

-
Storing the KSEAF and/or the KAUSF.
Note: 
Storage of the KAUSF is offered in the AUSF already (similarly KSEAF in the SEAF), so colocation of this service with the SEAF or AUSF would reduce duplicate storage.

The service can be collocated with the AUSF and AMF/SEAF, but can also be run standalone. In this solution, collocation is assumed and the service is referred to as AUSF AKRS in case it is collocated in the AUSF and SEAF AKRS in case of collocation with the SEAF. A network can therefore have two AKRS instances offered off different network elements.

The figure 6.xx.2.1-1 below illustrates the proposed architecture.

[image: image1]
Figure 6.yy.2.1-1 Architecture showing collocated AKRSs and connections to the AAuF

6.yy.2.1.2
AKMA Key Repository Service Roaming Architecture
A variation to this generic architecture is one where UE is roaming and the AAuF is duplicated in the serving and home network (referred to as H-AAuF and V-AAuF). In such a case, the V-AAuF will have similar functionality to the Zn proxy in according to GBA. Figure 6.yy.2.1-1 illustrates this architecture:


[image: image2]
Figure 6.yy.2.1-2 Architecture showing collocated AKRSs and connections to the the H-AAuF and V-AAuF

In this architecture, the AAuF is duplicated in the home network and the visisted network. In this architecture, the H-AAuF is able to obtain a key from the AUSF and the V-AAuF is able to obtain a key from the SEAF. In case the UE communicates with the H-AAuF, the V-AAuF will function as a proxy. Otherwise, the AAuF functionality resides in the visisted network.

The choice of which AAuF to communicate with could depend on various factors such as: 

-
Which network the AAuP is connected to;

-
Which key is to be used, for example, due to regulatory compliance.

The exact choice is out of scope of the architecture.
6.yy.2.2
AKMA Established Key Use Procedure

6.yy.2.2.1
Procedure
This procedure takes the place of the "Authentication Procedure" in solution #2, clause 6.2.2.2.2 and takes place after an initiation procedure as detailed in 6.2.2.2.1.

The established key use procedure is initiated by the UE sending a request message to the AAuF including a flag indicating that the UE would like to use KAUSF or KSEAF for AKMA purposes (or not, in which case a new authentication should be performed). The AAuF verifies whether the use is allowed according to local policy and regulations and sends a "EstablishedKeyUseForAKMARequest" message to AKRS instance on the AUSF or SEAF depending on which key was requested and allowed by the policy.

Upon reception of the message, the AUSF or SEAF fetches the appropriate key from storage and calculates the AKMA Key as follows:

KAKMA = KDF (Input key, "AKMA", AKMA Counter),

Where the Input key is KAUSF or KSEAF and the AKMA counter is kept to avoid key repetition in case of multiple requests. Subsequently, the AUSF or SEAF forwards the KAKMA and the value of the AKMA Counter to the AAuF together with a RAND and an XRES calculated from KAKMA and the RAND.

After reception of the key, the AAuF will authenticate the UE as follows by sending a message to the UE containing a flag indicating which key was used for calculation of KAKMA, the AKMA Counter, the random value RAND, and a MAC calculated as follows:


MAC = KDF (KAKMA, "AKMA MAC", RAND)
Upon reception of this message, the UE will calculate the KAKMA according to the key that was used, verify the MAC and if successful respond with a RES calculated from KAKMA and the RAND to the AAuF. The AAuF verifies that the RES is the same as the XRES and if so replies with a service response including the temporary identifier and validity time.

The procedure is shown in figure 6.yy.2.2.1-1


[image: image3]
Figure 6.yy.2.2.1-1: Established Key Use procedure

As a result of the procedure the following has been achieved:

-
A KAKMA has been derived from either KAUSF or KSEAF depending on both the preferences from the UE and the policy of the (serving) network;

-
The UE and key anchor have authenticated each other using the newly derived KAKMA
6.yy.2.2.2
Decision which key to use
The decision which key to use can be taken based on a number of criteria, such as whether the AAuF resides in the home network or the visited network, indication of which key the UE has available, based on local policies, and on whether a key repository service is available. For example, an operator may restrict the key repository service only for local network functions, so that a V-AAuF may not have access to a KAKMA derived from KAUSF. Another example would be that the H-AAuF would receive a request from a roaming UE where restrictions on the use of KAUSF apply. In such a case, the H-AAuF would need to obtain a KAKMA based on KSEAF or run an authentication. 

An example decision tree could look as follows:

1.
Did the UE indicate availability of a key? 

-
If no, perform authentication

-
If yes, continue

2.
Did the request come from a UE that is roaming in another network and are there any regulatory restrictions on the use of KAUSF? 

-
If no, use KAUSF
-
If yes, use KSEAF.

3.
Is there a key repository service available that can provide KAKMA based on the required key? 

-
If yes, get the key from the key repository service

-
If no fall back to authentication.
6.yy.3
Evaluation
This solution provides the following features to meet requirements from specific key issues:
-
The architecture proposed in this solution supports a security anchor that can authenticate the UE. This meets a requirement from key issue #1;

-
The established key use procedure in this solution supports compliance with rules and regulations by introducing use of both KAUSF and KSEAF. This meets a requirement from Key Issue #10;

-
The introduction of a key repository service prevents the key leakage because the used key is only stored in the key repository service. This meets a requirement from Key Issue #xx

-
The unauthorized access to the key repository service can be prevented by using default SBA mechanisms. This meets a requirement from Key Issue #xx.

-
The key use does not lead to compromise of AKMA keys due to the introduction of a counter for AKMA usage. This meets a requirement from key issue #xx.
This solution has the following drawbacks:

Editors Note: To be added
This solution has the following advantages:

Editors Note: To be added
Editors Note: Further evaluation is for further study
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